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AHHoTaumA. PaboTa nocBALLEHa MPOEKTUPOBaHMIO U peanu3aumio cucTembl BepuduKaLmm
CyOBEKTOB MO LY Ha 0CHOBE HEMPOCETEBOM MOLENN, UCTIONTHAEMOW B 3aLLMLLEHHOM PEerUME.
Mo4 3aMLLEHHBIM PEXKMMOM MOHMMAETCH pPeXuM, NpU KOTOPOM cUcTeMa BepuUdUKaLmm
NMYHOCTM 061a4aeT NOBbILLIEHHON YCTONUYMBOCTBIO K AECTPYKTUBHBIM BO3AEMCTBUAM, TAKUM KaK
cocTA3aTeslbHble aTaku, M NO3BOJIAET XPaHUTL U obpabaTbiBaTe bBUOMeTpUYECKMe AaHHble 6e3
MX KoMMNpoMeTaLun. B ocHoBe crcTeMbl NEXRUT HelpoceTeBol NpeobpasoBaTenb «bUOMeTpUs-
Kof», obyyaeMblit no MOCT P 52633.5, no3BonswLmiA cBA3aTb 06pas nuueBont bUoMeTpun
CybbeKTa € ero KpUnTorpadpUUeCKUM KIlo4OM UK ONMHHBIM NaposieM, KOTOPbIN B faNbHeNLeM
MOMET UCMOMb30BaTLCA AN1A ayTeHTUOUKALMK, U Iy6oKMe CBEPTOYHbIE HEMPOHHbIe ceTu. [ns
LEeTeKLMM LA Ha M300parKeHMM UCMOob30BaHa apXMTEKTYpa UCKYCCTBEHHOM HEMPOHHOM ceTH
MTCNN, a onA nseneyeHMA NPMU3HaAKOB anpobMpPoBaHO HECKOJIbKO HEMPOCETEBLIX apXUTEKTYP:
InceptionResnet, Facenet512, VGG-Face n OpenFace. Hanny4iwmne pesynstatel Nokasana
HelpoceTb InceptionResnet. Mpu oueHKke 3dHEKTUBHOCTU U TECTUPOBAHMUM HALEHHOCTH
npeanoXeHHOM CUCTEMbI Ha creLManbHOM Habope OaHHbIX KL, CObpaHHOM NpW pasnyHOM
OCBeLLEHUN B NMOMELLEHWUN, yOaN0Cb [OCTUYb CPAaBHUTENbHO HU3KOr0 3HA4YeHUA paBHOM
BEPOATHOCTM OLLUMBOK NepBoro 1 BToporo poda (EER = 0,0146 npu anvHe Knioya 278 61T), uTo
noaTBepraaeT 3¢pPeKTUBHOCTb PACCMOTPEHHOI 0 MOAXO0AA K MOCTPOEHMIO CUCTEM BepUDUKaLMM
rno nuuy.
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Abstract. The aim of the work is to develop a system for verifying subjects by face based
on a neural network model that is executed in a protected mode. Protected mode means that
the identity verification system is highly resistant to destructive influences, such as competitive
attacks, and allows storing and processing biometric data without compromising it. The
system is based on a biometrics to code converter trained according to GOST R 52633.5, which
allows you to associate the subject’s facial biometrics image with its cryptographic key or long
password, which can later be used for authentication, and deep convolutional neural networks.
For face detection in the image, the MTCNN artificial neural network architecture was used,
and several neural network architectures were tested for feature extraction: InceptionResnet,
Facenet512, VGG-Face and OpenFace. The best results were shown by the InceptionResnet
neural network. When evaluating the effectiveness and testing the reliability of the proposed
system on a special dataset of faces collected under different lighting conditions in a room,
it was possible to achieve a relatively low value of equal probability of errors of the first and
second kind (EER = 0.0146 with a key length of 278 bits), which confirms the effectiveness of
the considered approach to building face verification systems.
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BesepeHue

OCTUTHYTHIN yPOBEHb Pa3BUTHsI HHPOP-

MAalXOHHBIX TEXHOJIOTHH O3BOJISIET Ue-

JIOBEKY J1OBEPSITH UCKYCCTBEHHOMY MH-
tenmnekty (M) npunaTHEe pemeHnid B caMbIX
pasnnuHbIX cdepax aesTeabHoCcTU. He sapisiercst
UCKJIFOUYEHHUEM U 00J1aCTh HH(POPMAIIMOHHOM 0€3-
onacHoctH, rae MU ucnonb3yercs st pacros-
HaBaHUs KOMIIBIOTEPHBIX aTak, aHaJIN3a PUCKOB,
Bepu]HKanuy cyObeKTOB Ha OCHOBE OMOMETPH-
YeCKHX JaHHbIX. K cucremam ayTeHTHQHUKALUH

Ha 0a3e M momKHBI IPEAbABISTHCS JIOTOJIHU-
TeNbHbIE TPEOOBaHMUS C TOUKU 3PEHUS HA/IeK-
HOCTH Y 3alUIIEHHOCTH 3HAaHUH OT KOMITpOMe-
Tallud, TaK Kak B Ipouecce PyHKIHOHUPOBA-
HUSl OHH 00pabaThIBalOT OMOMETPUYECKHUE TIep-
COHaJIbHBIE JaHHbIE. buomeTpuueckas cuctema
JOoIDKHA ()YHKIMOHUPOBATH B 3aLIMIIICHHOM pe-
KHMMe, KOTOPBIi He MO3BOJISIET OCYIECTBIATH 00-
paTHyIo pa3pabOTKy HEUPOCETEBBIX MOJIEINEH, JTe-
JKAINX B €€ OCHOBE, IPOU3BOUTE MaHUITYIIALIUH
C 9TUMH MOJEISIMU U U3BJIEKATh U3 UX MAMSITH
3HaHMS B 00XOJ alropuTMa aHanau3a JaHHbBIX,
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